Cypherbridge® Systems Cypherbridge®

uLoadXL+ Secure Boot & Installer Trusted, safe and secure
. Features
Overview
The uLoadXL+ SDK delivers advanced software update and secure boot v" Add product integrity, block
loader solutions for embedded platforms. uload can manage software updates hacking & malware, control
and distribution, encrypt images, authenticate genuine origin, & block malware. optional feature distribution
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v Platform Kit. uLoadXL+ loader APIs are interfaced to the embedded v' Platform Kits available for off
target via integrated Platform Kit including standalone drivers for internal the shelf MCU evaluation Kits
MCU flash, external SPI flash, removable media and flexible 1/0 channel .
including serial port. v" Customizable for OEM

roduct design
v' Multiple Images. The uLoadXL+ embedded system and APIs can be P 9

used to manage multiple images. Workflow can be programmed for

primary and factory image, or alternating software images active & For Pricing and Availability
rollback Cypherbridge Systems, LLC
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v' Registry. Loader maintains image registry information including status Carlsbad CA 92011 USA +1 (760) 814-1575
and authentication signatures. System application is verified before www.cypherbridge.com
starting execution to detect corrupt image or rogue install intrusion. sales@cypherbridge.com
v' Security Model. ulLoadXL+ implements an advanced key system, CSL-uLoadXL+-180226.0
selectable cipher suite, code sign and verify support including ECC and Copyright © 2018 Cypherbridge Systems, LLC
RSA, and protected embedded key material container. Features and specifications subject to change without

notice

v Robust. Safety and availability features include primary and backup 53323553'-2?fa@fléiniﬁfgfﬁgfbﬁﬁgg";ay“skteanqgLLc Al

registry copies, primary and recovery image, automatic rollback, failsafe Rights Reserved
mode, and power fail recovery.



http://www.cypherbridge.com/
mailto:sales@cypherbridge.com

